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Executive Summary

This Technical Bulletin describes how to implement MSR Key Injection on an Elo Android I-
Series 2.0 device.

Procedure

MSR Key Change and Encryption can be accomplished using the built-in Peripheral Test
Application. Make sure to have all required Magtek credentials before proceeding with Key
Injection — customer code, user ID, and password.

MSR Key Injection

1. Onthe device, access the Control Panel by pressing the physical <Home> and <Power>
buttons at the same time.

e These buttons are located behind the monitor

2. When prompted, enter the default password “1elo” (no quotes)
e Note: for registered devices, check with your EloView Admin (or the EloView web
portal) for the current Control Panel password
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3. Inthe “Apps” area, launch the “Peripheral Test App” application

oo
00 APPs
& e =
Settings Peripheral Browser App Advance Test Elo SDK
Test App Peripheral

4. Inthe “MSR” area, use the slider to enable the MSR
a. Click MSR Injection

Elo Peripheral Test Application
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5. On the “Enter Magtek Credentials” screen, enter all required credentials information
and click Enter
a. Customer Code
User ID
Password

Elo Peripheral Test Application
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6. On the “Magtek Configuration” screen, select the appropriate KSID and change the
security level to “3”
NOTE: security level changes are permanent and cannot be undone.
a. When done click “CHANGE”

Elo Peripheral Test Application
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