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Intel®
Active Management Technology (AMT)

Intel®
Virtualization Technology (VT)

INTEL VPRO : SECURE, FLEXIBLE AND MANAGEABLE RETAIL SOLUTION

Intel®
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INTEL" AMT MANAGEMENT PACKET ROUTING

* Management Engine sits between the

network interface and the operating  (* . i )
Intel’ vPro™ Technology Client

system

* Management traffic is handled
directly by Intel® AMT Management
Engine via the vPro enabled network
component

Management
Engine

Intel’ AMT

Operating
System

« Management traffic is never seen by
the operating system

Network
Interface

Wireless
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IN-BAND VS ONSITE (DISPATCH TECHNICIAN) - TODAY'S MODEL
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IN-BAND VS ONSITE (DISPATCH TECHNICIAN) - WITH INTEL® AMT
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INTEL"VPRO™ “TOPOLOGY" AND ENVIRONMENT QVERVIEW
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VPRO ENVIRONMENTS COME IN TWO FORMS

». Enterprise VS Cloud
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Internal Systems
IT Support (Inside Domain)
Desk
: = External Systems
! = l ﬂ (Outside Domain)
Setup Certificate
Active Directory Server Authority
Enterprise Domain — Corporate — Secured — 8021.x Public Domain — Home like Internet Connections




TWO “MODES™ OF VPRO ACTIVATIONS

& MeshCommander &) MeshCommander = a X

File Desktop Script Help File Desktop Script Help

MeshCommander MeshCommander ol
-

Computer: None

Disconnect |

Remote Desktop
Poweron | Full || Settings_ || IDE-R || Power Adions_ | &) O

jisconnect | Connected Poweron | Full || Settings... | | IDER || Power Actions... | O

VS

Remote Assistance Session
% This PC features Intel® technology enabling technician

service by remote access.

To begn service, provide the code (below) to an authorized
technician By providing the code, you wil allow the technician
temporary control and viewing of your PC to perform service

("

sumenno
| Ctrl-Alt-Del |

Cur-Alt-Del User Consent Code: 473570

1f you do not wish to allow the technician access to your PC,
do not provide the code.

Admin-mode - No User Consent Client-mode - User Consent Required
(ACM) (CCM)
i@ ‘ 11




INTEL™ AMT FEATURES AT A GLANCE

Point of Sales

RETAILIT OHARDWAREKVM 94.__- o
" (2 ) REMOTE & GRACEFUL POWER CONTROL \Q QO =
@ HARDWARE ALARM CLOCK '@«- ________________
REMOTE IDE-USB REDIRECTION < —Fay — — — i o
0, -

Intel Confidential



INTEL® AMT PROVISIONING - ENTERPRISE/DOMAIN trasoimonat isv consores)

Enterprise mode with USB key

(Takes place of MEBx - <CTRL+P>)

Do you want to provision with USB Setup ?
“Y"=YES

Thumb Drive
(setup.bin)

Intel® SCS: Create Provisioning USB Stick

Enterprise mode, Remote Configuration* r

§
2 § "'j‘
Signed : §
Certificate . g Bt trustod
uilt-in truste:
e T, ‘ %"
- i o D —— M;certlflcate list
Certificate 4—l g
Authority - E ——p
Server 53 "
»




INTEL" AMT PROVISIONING - CLOUD ges rcuirecrune)

Meshcentral

In-band agent: Mesh Agent

saih /
1 ," ESc0 @ ® Out-of-band: AMT CIRA (Client Initiated Remote
= N, <% - Access)

.
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Int Pro
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AMT CIRA will be used when vPro is activated. r e anr
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“LIVE" VPRO DEMOS
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PORTS USED BY VPRO - OVERVIEW

A large majority of customer use Microsoft SCCM* which utilizes Active
Directory (AD).

MANAGEMENT

TCP: 16992 (AMT Non-TLS) (WS-MAN) TCP: 5985 (Non-TLS WS-MAN / PowerShell)
TCP: 16993 (AMT TLS) (WS-MAN) TCP: 5986 (TLS WS-MAN / PowerShell)
TCP: 16994 (Non-TLS Redirection) TCP: 5900 (VNC)

TCP: 16995 (TLS Redirection)

REMOTE CONFIGURATION

TCP: 135 WMI ports - used by ACUConfig for initial communication to the RCS
TCP: 16992 (AMT Non-TLS) (WS-MAN)

TCP: 16993 (AMT TLS) (WS-MAN)
TCP: 623, 664 - used typically for discovery of AMT versions and capabilities and finding un-configured AMT computers.

Intel Confidential intel' ‘ 17




INTEL™ AMT PROVISIONING

Manually Configure AMT

When entering MEBx change the following:

@ (Rmm) c-l- +P 15t time login password : “admin” without “" = change to desired password
RL y, Set User Consent Option from “KVM” to “NONE"

Activate “Network Access” — this enables vPro!
NOTE: Keep MEBx password in Safe place - If lost, must remove CMOS battery to clear or reflash BIOS

Enterprise mode : Setup with USB key

® Intel® AMT Configuration Utility

Welcome to the Intel® AMT Configuration Utility Do you want to provision with USB Setup ?

‘W ) uvn - YES
Thumb Drive
(setup.bin)

Intel® SCS: Create Provisioning USB Stick




POINT TO POINT MANAGEABILITY WITH MESHCOMMANDER

192.168.0/24




MESHCENTRAL ARCHITECTURE
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VPRO ENVIRONMENTS - WEB-UI

@ http://localhost: 16992/ logon.htm @ Intel® Active Management... =

{;‘5 G} Home & Shared with me - Google... #® account PUBL! F

Intel® Active Management Technology

L o) =0 @ http://localhost: 16992/ index.htm & Intel® Active Management...

Log On 'i';‘“s, G} Home s Shared with me - Google ... #® account PUBLIX ~ Salesfa...
Log on to Intel® Active Management Technology on this computer.
Intel® Active Management Technology
Computer:
System Status System Status
Hardware Information
System Power on
Processor
Memory IP address 0-_'3'-0-0
Disk IPv6 address Disabled
Battery System ID Gdfed&7{-3d46-11e3-b404-0f8dbf0CfOff
Event Log A12017
Power Policies Date
Network Settings Time 346 pm
IPvE Network Settings
System Name Settings
User Accounts
Copyright ® 2003-2013 Intel Corporation.  All Rights |

iﬁ—eb\m




SUPPLEMENTARY AMT COLLATERALS

Name Purpose Link / Source
MeshCommander Simple Manageability Guide with Hand Out / USB Stick
Basics MeshCommander Console

MeshCentral Guide to Deploy MeshCentral Manageability Hand Out / USB Stick

Deployment Guide

Web Suite

Port Forwarding
Document

The Intel® AMT port forwarding (APF) protocol
provides TCP and UDP connection
multiplexing over a single reliable transport
session, typically a TLS session.

AMT Port Forwarding Document

SCS Deployment
Guide

Step by step guide to enable discovery,
configuration and integration of Intel Active
Management Technology.

http://www.intel.com/content/dam/www/public/
us/en/documents/guides/scs-deployment-

guide.pdf

buttons for support staff

AMT Intel® AMT High- https://software.intel.com/en-us/amt-

SDK Level APl SDK sdk/download

Microsoft* Module for Windows* based systems — 100% Intel® vPro™ Technology module for Windows*
PowerShell Intel® AMT/vPro support PowerShell Version 3.2.5

Microsoft* Graphical User Interface (GUI) Tool — Can The Intel® vPro™ Technology Module for Powershell
PowerShell include company logo — Great for specifying GUI Editor Too



https://software.intel.com/sites/manageability/AMT_Implementation_and_Reference_Guide/HTMLDocuments/MPSDocuments/Intel AMT Port Forwarding Protocol Reference Manual.pdf
http://www.intel.com/content/dam/www/public/us/en/documents/guides/scs-deployment-guide.pdf
https://software.intel.com/en-us/amt-sdk/download
https://downloadcenter.intel.com/download/23241/Intel-vPro-Technology-module-for-Windows-PowerShell-Version-3-2-5
https://downloadcenter.intel.com/download/21557/The-Intel-vPro-Technology-Module-for-Powershell-GUI-Editor-Tool

IDENTIFYING VPRO SYSTEMS



WAYS T0 IDENTIFY AN AMT CAPABLE SYSTEM

G CONTACT SYSTEM OR HARDWARE SUPPLIER OR LOOK FOR THE VPRO BADGE

DISPLAYED IN THE BIOS IN SOME SYSTEMS

@ THE INTEL SCS SYSTEM DISCOVERY TOOL COLLECTS INFORMATION ABOUT THE INTEL ME (THE INTEL MANAGEMENT ENGINE RUNS THE
INTEL AMT FIRMWARE AND OTHER FIRMWARE)

@ REBOOT SYSTEM AND HIT (CTRL+ P) TO SEE IF SYSTEM ENTERS MEBX  ME BIOS), THE INTEL AMT FIRMWARE VERSION WILL BE

G VISIT HTTP:/[MSP.INTEL.COM TO SEE WHICH RETAIL POS DEVICES SUPPORT INTEL® VPRO & INTEL® AMT

INTEL CONFIDENTIAL


http://www.intel.com/content/www/us/en/software/setup-configuration-software.html
http://msp.intel.com/

