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10+ Years of Intel vPro
Intel® vPro™ Platform

Digital Signage Workstations
Retail Vending
Point of Sale Soda Machines ATMs
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Intel vPro : Secure, FLEXIBLE and MANAGEABLE RETAIL SOLUTION

Intel®

Active Management Technology (AMT)
Intel® 

Virtualization Technology (VT)
Intel®

Trusted Execution Technology (TXT)

Network

Intel® LAN/WLAN controller

Chipset

Intel® Express Chipset 

Processor

Intel® Core™ processors

An Intel® vPro™ Platform is the sum of hardware, BIOS extensions and applications 
that deliver solutions for a robust and reliable retail applications

Manageability Flexibility Security



Network

Intel® AMT management packet routing
• Management Engine sits between the 

network interface and the operating 
system

• Management traffic is handled 
directly by Intel® AMT Management 
Engine via the vPro enabled network 
component

• Management traffic is never seen by 
the operating system

Intel® vPro™ Technology Client

Operating
System

Chipset

Management
Engine

Network
Interface

Intel® AMT

Intel Confidential

Wired
Or

Wireless
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MONITOR, REMEDIATE Remotely and  REDUCE Downtime

vs.

Schedule VisitTravel & TRAFFICREMEDIATE

Non-vPro Retail Platform

Intel vPro Retail Platform

HW KVM
BIOS Reconfiguration
RESTORE OS

remediate

Wi-Fi/LAN
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In-band  vs  onsite (Dispatch technician) – Today’s model

IN-BAND

ONSITE VISIT
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In-band  vs  onsite (Dispatch technician) – with Intel® AMT

IN-BAND

ONSITE VISIT

INTEL® AMT
OOB (Out Of Band)

$$$



Intel® vPro™ “Topology” and Environment Overview



Enterprise   VS    Cloud

vPro Environments come in two forms
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Certificate

Authority
Setup 

ServerActive Directory

External Systems
(Outside Domain)

Internal Systems
(Inside Domain)

IT Support

Desk

Public Domain – Home like Internet ConnectionsEnterprise Domain – Corporate – Secured – 8021.x



Two “modes” of vPro activations
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VS

Admin-mode – No User Consent Client-mode – User Consent Required

(ACM) (CCM)
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Intel® AMT Features at a Glance

Intel Confidential

Hardware KVM

Remote &  Graceful Power Control

Hardware Alarm Clock 

Remote IDE-USB Redirection

Retail IT

Point of Sales

Rich Clients

Public Kiosk

Vending Machines



Intel® AMT Provisioning – enterprise/Domain (Traditional ISV Consoles)

Enterprise mode with USB key 
(Takes place of MEBx - <CTRL+P>)

Setup 

Server

Certificate

Authority

Signed

Certificate

* Remote Configuration – AMT 2.2, 2.6 and up.

Built-in trusted

certificate list

Enterprise mode, Remote Configuration*
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Intel® AMT Provisioning – cloud (Mesh Architecture)

* Remote Configuration – AMT 2.2, 2.6 and up.
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Ports used by vPro - overview

WMI – windows management instrumentation

17Intel Confidential

ports

A large majority of customer use Microsoft SCCM* which utilizes Active 
Directory (AD).

Remote Configuration

Management
TCP: 5985 (Non-TLS WS-MAN / PowerShell)

TCP: 5986 (TLS WS-MAN / PowerShell)

TCP: 5900 (VNC)

TCP: 16992 (AMT Non-TLS) (WS-MAN)

TCP: 16993 (AMT TLS) (WS-MAN)

TCP: 16994 (Non-TLS Redirection)

TCP: 16995 (TLS Redirection)

TCP: 135 WMI ports - used by ACUConfig for initial communication to the RCS

TCP: 16992 (AMT Non-TLS) (WS-MAN)

TCP: 16993 (AMT TLS) (WS-MAN)

TCP: 623, 664 – used typically for discovery of AMT versions and capabilities and finding un-configured AMT computers.



Intel® AMT Provisioning

When entering MEBx change the following:
1st time login password : “admin” without “”  change to desired password
Set User Consent Option from “KVM” to “NONE”
Activate “Network Access” – this enables vPro!
NOTE: Keep MEBx password in Safe place – If lost, must remove CMOS battery to clear or reflash BIOS

CTRL+P

Manually Configure AMT

Enterprise mode : Setup with USB key 

Intel® SCS: Create Provisioning USB Stick

Thumb Drive 
(setup.bin)

Do you want to provision with USB Setup ? 

“y” = Yes



Point to point Manageability with MeshCommander



MeshCentral  architecture
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VPro environments – Web-UI
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supplementary Amt collaterals
Name Purpose Link / Source

MeshCommander
Basics

Simple Manageability Guide with 
MeshCommander Console

Hand Out / USB Stick

MeshCentral
Deployment Guide

Guide to Deploy MeshCentral Manageability
Web Suite

Hand Out / USB Stick

Port Forwarding
Document

The Intel® AMT port forwarding (APF) protocol 
provides TCP and UDP connection
multiplexing over a single reliable transport 
session, typically a TLS session.

AMT Port  Forwarding Document 

SCS Deployment
Guide

Step by step guide to enable discovery, 
configuration and integration of Intel Active 
Management Technology.

http://www.intel.com/content/dam/www/public/
us/en/documents/guides/scs-deployment-
guide.pdf

AMT 
SDK

Intel® AMT High-
Level API SDK

https://software.intel.com/en-us/amt-
sdk/download 

Microsoft*
PowerShell

Module for Windows* based systems – 100% 
Intel® AMT/vPro support

Intel® vPro™ Technology module for Windows* 
PowerShell Version 3.2.5

Microsoft*
PowerShell

Graphical User Interface (GUI) Tool – Can
include company logo – Great for specifying 
buttons for support staff

The Intel® vPro™ Technology Module for Powershell 
GUI Editor Too

https://software.intel.com/sites/manageability/AMT_Implementation_and_Reference_Guide/HTMLDocuments/MPSDocuments/Intel AMT Port Forwarding Protocol Reference Manual.pdf
http://www.intel.com/content/dam/www/public/us/en/documents/guides/scs-deployment-guide.pdf
https://software.intel.com/en-us/amt-sdk/download
https://downloadcenter.intel.com/download/23241/Intel-vPro-Technology-module-for-Windows-PowerShell-Version-3-2-5
https://downloadcenter.intel.com/download/21557/The-Intel-vPro-Technology-Module-for-Powershell-GUI-Editor-Tool
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Ways to identify an AMT capable system

1

2

3

Contact system  or hardware supplier or look for the vPro badge

Reboot system and hit (CTRL+ P) to see if system enters MEBX ( ME BIOS) , The Intel AMT firmware version will be 
displayed in the BIOS in some systems

The Intel SCS System Discovery tool collects information about the Intel ME (the Intel Management Engine runs the 
Intel AMT firmware and other firmware)

4 Visit http://msp.intel.com to see which retail POS devices support Intel® vPro & Intel® AMT

http://www.intel.com/content/www/us/en/software/setup-configuration-software.html
http://msp.intel.com/

