
Certification Request Id: 10478
Device Manufacturer: Elo
Device Model: Android 2.0 Series
Device Int. Model: Backpack

Agent Connection Settings

Schedule Connection Passed

Persistance Connection Passed

Manual Connection Passed

Agent Support Tab

Terms and Conditions Accptance Date Passed

Support Phone Number Passed

Support Email Address Passed

Company's Name Passed

Agent Upgrade

Upgrade Agent to Latest Version Passed

Agent Presistency

Agent Presistency after Enterprise Reset (Zebra, Motorola) N/A

Alerts

Device Status & Custom Data Alerts Passed

Device Event Alerts Passed

Antivirus

Quarantine Scan Schedule Passed

Quarantine Affected Files Passed

Find Affected Files Passed

Deleted Quarantined Files Passed

Antivirus Scan Schedule Passed

APN

Random APN settings N/A

APN settings matching the SIM card N/A

Application Catalog

Number/status of Applications in Based on Application Catalog Updates 

(Installing apps/Uninstalling apps)
Passed

Application Catalog Settings Sort Passed

Application Catalog Settings Filter Passed

Application Catalog for Google Play Store apps with suggested apps option Passed

Application Catalog for Google Play Store apps with mandatory apps option Passed

Application Catalog for Enterprise apps with suggested apps option Passed

Application Catalog for Enterprise apps with mandatory apps option Passed

Authentication

Device Policy Screen Timeout - 15 Seconds Passed

Device Policy Screen Timeout - 10 Minutes Passed

Device Password History Passed

Device Administrator Password + User Password With Password Strength as 

PIN
Passed

Device Administrator Password + User Password With Password Strength as 

Pattern
Passed

Device Administrator Password + User Password With Password Strength as 

Alphanumeric
Passed

Device Administrator Password + User Password With Password Strength as 

Alphabetic
Passed

Device Administrator Password Passed

Bookmark

URL N/A

Name N/A

Icon N/A

Certificates

Revoke User Certificates (via template) N/A

Renew User Certificates (via template) Passed

Installing Certificates Configured Using Template Passed

Configure Certificates by Uploading Directly Passed

Certificates Installed Passed

Content Library

Shared File Between Rules Passed

Rule Overriding Files Properties Passed

File Versions Passed

Expired Files Not Shown Passed

Download One Files Passed

Download All Files Passed

Deliver by Push Passed

Deliver by Demand Passed

Delete One Files Passed

Content Library Sort Passed

Content Library Filter Passed

Category Filtering on Folder Passed

Custom Attributes

Custom Attributes With Data Type - Text Passed

Custom Attributes With Data Type - Numeric Passed

Custom Attributes With Data Type - Enumerator Passed

Custom Attributes With Data Type - Date Passed
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Custom Attributes With Data Type - Boolean Passed

Custom Data

Updated Values Being Reflected on Colnsole Passed

Create Custom Data With .XML File Passed

Create Custom Data With .INI File Passed

Data Collection

Data Collection From .XML File Passed

Data Collection From .INI File Passed

Device Action's Options

Wipe Passed

View Log File Passed

Update Virus Definitions Passed

Turnoff / Suspend Passed

Soft Reset Passed

Scan for Virus Passed

Reset Passcode N/A

Lock Device Passed

Disable Passcode Lock Passed

Device Applications Run Control

Whitelist Applications Based on Bundle IDs Passed

Disable system applications (Browser, Google Play, Settings) Passed

Disable Applications' Installation when Blacklist is Applied Passed

BlackList Applications Based on Bundle IDs Passed

Device Feature Control - DFC

Prevent Uninstallation of Apps N/A

Enforce GPS Availablity N/A

Disable Wifi Profiles Passed

Disable Voice Dialer N/A

Disable USB Tethering N/A

Disable USB On the Go N/A

Disable USB Media Player N/A

Disable USB Mass Storage N/A

Disable USB Debugging Passed

Disable Tethering N/A

Disable SD Card Access Passed

Disable Screen Capture N/A

Disable Roaming Data Usage N/A

Disable Removal of MobiControl Agent Passed

Disable Prompt for Credentials N/A

Disable Portable WiFi Hotspot Passed

Disable Outgoing SMS Messages N/A

Disable Outgoing MMS Messages N/A

Disable Outgoing Calls Via Bluetooth N/A

Disable OS Upgrade N/A

Disable NFC N/A

Disable Multi-User Control N/A

Disable Multi Window N/A

Disable Microphone N/A

Disable Kies N/A

Disable Installation Form Unknown Sources Passed

Disable Incoming SMS Messages N/A

Disable Incoming MMS Messages N/A

Disable Home Key N/A

Disable GPS Mock Locations Passed

Disable Google Backup Passed

Disable Factory Reset N/A

Disable Clipboard Passed

Disable Changes to Battery Settings N/A

Disable Cellular Data N/A

Disable Camera N/A

Disable Bluetooth Tethering N/A

Disable Bluetooth Pairing Passed

Disable Bluetooth Discoverable Mode Passed

Disable Bluetooth Desktop Pairing Passed

Disable Bluetooth Data Transfer N/A

Disable Bluetooth Passed

Disable Background Data N/A

Disable Addition of New Email Accounts N/A

Device Location

Track Device Passed

Locate Device Passed

Device Relocation

Relocate Device Based on IP Address Passed

Relocate Device Based on Custom Data Passed

Profiles Pushed to Device After Relocation Passed

Deviec Out of Contact

Action Executed When Device Lost Connection After Configured Time Passed

Doze Mode

Device Keeps Connected After Enabling Battery Optimization N/A

Device Keeps Connected N/A

Emails Control and Configurations

POP N/A

Nitrodesk N/A

IMAP N/A

Exchange with Certificate N/A

Exchange N/A

Enrollment



Single Sign On Enrollment N/A

Enrollment with Terms and Conditions Passed

Enrollment with IP Address Passed

Enrollment with Invalid Enrollment ID Passed

Enrollment with Host-name Passed

Enrollment with Credentials - Valid Passowrd Passed

Enrollment with Credentials - Invalid Passowrd Passed

Enrollment Using MCSETUP.INI Passed

Enrollment using MACROS (Device Name) Passed

Clean Enrollment Passed

File Encryption

Internal Encryption N/A

Internal and External Encryption N/A

External Encryption N/A

Encryption Notification N/A

File Sync - Download

File Sync with Sub-Folders Option Passed

File Sync with Device Tree-path Option Passed

File Sync with Device ID Option Passed

File Sync Only Transmit File/s When Files are Different Passed

File Sync from Server to Devices with Scripts Before and After Sync Passed

File Sync from Server to Devices Passed

File sync Delete Un-Match Files/Folders Passed

File Sync - Upload

File Sync with Sub-Folders Option Passed

File Sync with Device Tree-path Option Passed

File Sync with Device ID Option Passed

File sync with Delete File Sources After Sync Passed

File Sync Only Transmit File/s When Files are Different Passed

File Sync from Devices to Server with Scripts Before and After Sync Passed

File Sync from Devices to Server Passed

Lockdown

Set Device Language to Invalid Vlaue (ex. "qwer1@") Not Crashing MC-App Passed

Set Device Language to French From Lockdown Screen (setlocale://FR) Passed

Set Device Language to Epanish (country+region) From Lockdown Screen 

(setlocale://es-ES)
Passed

Open a File from the Kiosk Screen Passed

Lockdown with surf, intent, action, script items Passed

Lockdown with Movie, Dial, Launch, Launchalways items Passed

Lockdown with File, https, https, browser, browsers items Passed

Lockdown Screen Rotation Passed

Lockdown Applied with Macros Shown Based on Custom Attributes Passed

Lockdown Applied with Macros Shown Passed

Lockdown Applied with Hide Status-bar Option N/A

Lockdown Applied with Disable Settings changes option N/A

Lockdown Applied with Disable Satus-bar Expansion option N/A

Lockdown Applied with Disable Multi-Window Option Passed

Lockdown Applied with Auto Launch of Website/Application Passed

Lockdown (samsung package disabling) Applied N/A

Lockdown (package blocking) Applied Passed

Lockdown (activity Suppression method) Applied Passed

Launch Applications Based on Package ID from the Kiosk Screen Passed

Execute Action from the Kiosk Screen Passed

Enter and Exit Admin Mode While Lockdown Applied Passed

Dial a Number from the Kiosk Screen N/A

Macros Support

TMP - %TMP% Passed

SITENAME - %MCSITENAME% Passed

SHAREDDATA - %SHAREDDATA% Passed

SERIALNUMBER - %SERIALNUM% Passed

SDCARD - %SDCARD% Passed

PROMPT - %PROMPT% N/A

PLATFORM - %PLATFORM% Passed

PHONENUMBER - %PHONENUMBER% N/A

PERSONALIZED_DEVICE_NAME - %PERSONALIZED_DEVICE_NAME% Passed

MODEL - %MODEL% Passed

MANUFACTURER - %MANUFACTURER% Passed

MAC - %MAC% Passed

LOGPATH - %LOGPATH% Passed

KIOSKDATA - %KIOSKDATA% Passed

IP - %IP% Passed

IMSI - %IMSI% N/A

IMEI - %IMEI% N/A

ICCID - %ICCID% N/A

HOSTNAME - %HOSTNAME% Passed

Folder exposed to 3rd party apps - %EXPOSED% N/A

ESN - %ESN% N/A

ENROLLEDUSER_USERNAME - %ENROLLEDUSER_USERNAME% Passed

ENROLLEDUSER_UPN - %ENROLLEDUSER_UPN% Passed

ENROLLEDUSER_EMAIL - %ENROLLEDUSER_EMAIL% Passed

ENROLLEDUSER_DOMAIN - %ENROLLEDUSER_DOMAIN% Passed

DSLIST - %MCDSLIST% Passed

DEVICENAME - %DEVICENAME% Passed

Deployment Server List - %MCDSLIST% Passed

APPDATA - %APPDATA% Passed

Messaging and Scripting



SMS N/A

Queue Message for Delivery to Offline Devices Passed

Platform Notification Service Messaging/Scripting Passed

MobiControl Messaging/Scripting Passed

Packages

Packages Pushed Past Scheduling Time Passed

Packages Pushed on UTC Time Passed

Packages Pushed on Update Schedule Passed

Packages Pushed on Device Time Passed

Packages Pushed Future Scheduling Time Passed

Packages are Removed if Rule is not Applied or Removed Passed

Package Dependency Passed

Multiple Profiles with Packages Installation Passed

Multiple Packages Installation with Both Install Package Date and Time 

Window
Passed

Multiple Packages Installation in a Repeated Time Window Passed

Download all Packages Immediately Passed

Deploy package to a destination folder on the device (specified while 

creating package)
Passed

"Deploy packages with v2 header: 1) Large sized packages (e.g. size is 

several hundred MBs) 2) Packages with a large number of files (e.g. 500 - 

1000 files)"

Passed

"Deploy Package on device (created with Package Studio for Android 

platform only) a) Package to Add Folder(which contains files and nested 

folders with files) b) Package to Add Files"

Passed

Profiles

Profiles Being Removed Passed

Profiles Being Pushed Passed

Phone Call Control

White-list Number on Hold when Receiving from Blacklist N/A

Receive Calls from White-list Using Wildcards N/A

Receive Calls from White-list N/A

Calling with Whitelist Number when Receiving from Blacklist Priviate 

Number
N/A

Calling with White-list number when Receiving from Blacklist N/A

Block Outgoing Calls with Private Number N/A

Block Outgoing Calls Using Wildcards N/A

Block Outgoing Calls N/A

Block Incoming Calls with Private Number N/A

Block Incoming Calls Using Wildcards N/A

Block Incoming Calls N/A

Allow Outgoing Calls with Private Number N/A

Allow Incoming Calls with Private Number N/A

Remote Control - RC

Skin Passed

Remote Control Settings Passed

Remote Control - Legacy Passed

Remote Control - HTML5 Passed

Speed Lockdown

While Switching Between Lockdown Templates, Move Device to Group with 

Package Profile Assigned
Passed

While Switching Between Lockdown Templates, Move Device to Group 

Where DFC Applied
Passed

While Switching Between Lockdown Templates, Move Device to Clean 

Group/Folder
Passed

Speed Lockdown Applied Passed

Lockdown Templates Switching Accordingly with Changing Speed Bage Passed

Lockdown Templates Switching Accordingly Passed

Enter and Exit Admin Mode While Speed Lockdown Applied Passed

Application Remains in Foreground while Switching Between Lockdown-

Templates
Passed

Telecom Expense Management - TEM

Data Log (Soft) per Application N/A

Data Log (Soft & Hard Threshold) per Application N/A

Call Log (Soft & Hard Threshold) N/A

Time Synchronization

Time Settings EST Passed

Server Time Passed

Hawaii Time Passed

Un-Enrollment

Un-enrollment from Console Side Passed

Un-enrollment from Agent Side Passed

Un-enrollment - Agent Settings Passed

VPN

PPTP N/A

NetMotion VPN with Certificate Passed

NetMotion VPN Passed

L2TP N/A

IPSec (Xauth PSK, Xauth RSA, Hybrid RSA) N/A

F5 SSLVPN with Certificate Passed

F5 SSL Passed

F5 Per App VPN with Certificate Passed

F5 Per App VPN Passed

Wifi

WPA/WPA2 Passed

Wifi Proxy (via script) Passed

Wifi PAC URL (via script) Passed



WEP Passed

Enterprise Wifi Using Certificates N/A

Wifi Hotspot

Verify disable of WiFi Hotspot wrt DFC Passed

Removal of WiFi Hotspot when relocating device Passed

Configure WiFi Hotspot with macros (Open, WPA, WPA2) Passed

Configure WiFi Hotspot (Open, WPA, WPA2) Passed

# Feature Summary

Wifi Hotspot Passed

Wifi Passed

VPN Passed

Un-enrollment Passed

Time Synchronization Passed

Telecom Expense Management - TEM N/A

Speed Lockdown Passed

Remote Control - RC Passed

Profiles Passed

Phone Call Control N/A

Packages Passed

Messaging and Scripting Passed

Macros Support Passed

Lockdown Passed

File Sync - Upload Passed

File Sync - Download Passed

File Encryption N/A

Enrollment Passed

Emails Control and Configurations N/A

Doze Mode N/A

Deviec Out of Contact Passed

Device Relocation Passed

Device Location Passed

Device Feature Control - DFC Passed

Device Applications Run Control Passed

Device Action's Options Passed

Data Collection Passed

Custom data Passed

Custom Attributes Passed

Content Library Passed

Certificates Passed

Bookmark N/A

Application Run Control Passed

Application Catalog Passed

APN N/A

Antivirus Passed

Agent Upgrading Passed

Agent Support Information Tab Passed

Agent persistency N/A

Agent Connection Settings Passed

  


