Certification request for Elo Touch-Backpack
Certification request has been Certified.

Certification Request Id:

Device Manufacturer:

Device Model:

Device Int. Model:

Test Result Details:

Device Action

View Log File

Update Virus Definitions Now

Soft Reset

Scan For Virus

Reset Passcode

Lock Device

Disable Passcode Lock

Wipe with by pass factory reset (Work Managed)

Send SMS

Send Script

Send Message

Agent Upgrade

Install the last released agent, push profiles and rules- Upgrade it to the agent that is going to be
released , make sure all rules policies are working after the upgrade

Antivirus

Whitelist malware application and verify that it is not quarantined or deleted
Definition/Empty quarantine schedule occurs at correct time/date

After the Antivirus schedule, affected file is quarantine/deleted
Authentication Policy

Password Expirty based on the Password Age setup

Maximum Number of 4 Failed Attempst before device wipe(Managed Device)
Device Policy Screen timeout of 15 seconds

Device Policy Screen timeout of 10 minutes

Device Administrator Password and user password with password strength "Alphanumberic"
Device Administrator Password and user password with minimum password strength as PIN
Device Administrator Password

Browser

Enforce Translate Mode

Enforce Safe Search

Disallow Cookies

Disable Search Suggestions

Disable Password Management

Disable Network Action Prediction

Disable Location Tracking

Disable Javascript

Disable Incognito Mode

Disable Edit Bookmarks

Disable Data Compression

Disable Browser Popups

Disable Browser History

Disable Auto-fill

Default Search Provider

Allowed Cookies for Session Only

Allow Cookies

Browser Proxy

Enable Proxy with few URLs or Ips as Exceptions

Disable Proxy

Auto Detect Proxy with PAC file and Exceptions

Allow user to Configure Browser Proxy settings

Application run Control

Disable system applications (Browser, Google Play, YouTube, Settings) - macros as well as bundle
IDs

BlackList for apps

Application catalog (MGPA and GMA)

Check Number/status of Application in App Catalog Updates when installed app is removed from
device (Agent/Installed app on console)

Application Catalog with Configuration URI

Application Catalog Settings Sort

Application Catalog Settings Filter

Application Catalog for Google Play for Work apps with suggested apps option
Application Catalog for Google Play for Work apps with mandatory apps option
Alert Rules

Device Status & Custom Data (check all options Send Message, Email, Relocation & Block Exchange)

Device Event (check all options Send Message, Email, Relocation & Block Exchange)
BookMarks
Edit bookmark

10462

Elo Touch
Android 3.0 Series
Backpack

Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
N/A

Passed
Passed

Passed

Passed
Passed
Passed

Passed
Passed
Passed
Passed
Passed
Passed
Passed

Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed

Passed
Passed
Passed
Passed

Passed

Passed

Passed

Passed
Passed
Passed
Passed
Passed

Passed

Passed

Passed



Create bookmark with http/https URL

Agent Unenroll

Unenroll (from Agent, WebConsole (delete,unenroll))

Kiosk Mode

Verify 'Single App Mode' on Android Enterprise devices

Verify Admin access on 'Single App mode'

Verfiy AE softlockdown

Kiosk Mode applied with macros shown from custom data/Image
Kiosk Mode applied with macros shown from custom attributes
Kiosk Mode applied with Macros shown

Kiosk Mode applied with device setttings as Menu item

Kiosk Mode applied with auto launch of website/application
Disable/enable status bar expansion with activity suppression method
Able to enter and exit admin mode with lockdown applied
Remote View/Remote Control& Remote Control Settings

Verfiy that RC does not work on work profile Samsung devices(only remote view)
Verfiy RC on Samsung Work managed device(MM and above)-without plugin
Check RC with changing orientation, zoom in zoom out

Remote View Settings

Remote View - Legacy

Remote Control - HTML5

Enroliment

Work Managed Device: User should not be able to add or remove google account- Settings-
Account-Google accounts

Skip google Enrollment with TC

Skip google Enrollment with LDAP

MGPA enrollment with Password and TC

MGPA enrollment with TC

GMA enrollment with LDAP

GMA enrollment with TC

Enrollment with Macros

Enrollment with IP Address and Hostname

Enrollment using wrong Enrollment ID (from different Platform)
Enroll on SafetyNet Check

Provisioning

QR Code Provisioning

NFC Provisioning

Afw#Mobicontrol Provisioning

Agent pinning (Zebra is exception)

Certificates

Certificates installed

Out Of Contact

Configure Out of Contact policy with Event and Action to execute a script
Device Feature Control (DFC)

WiFi (Allow user to Configure/Enable/Disable)

Stay Awake while Charging(Allow user to Configure/Enable/Disable)
Redact Notifications

Location Acuuracy(Allow user to configure, Disable, High Acuuracy, GPS Only, Battery Saving)
Disable WiFi Management

Disable VPN Management

Disable USB File Transfer

Disable USB Debugging (Allow user to Configure, Disable, Enable)
Disable Third Party Input Methods

Disable Tethering Management

Disable Status Bar

Disable SMS

Disable Smart Lock

Disable Screen Capture

Disable Safe boot

Disable Outgoing NFC Managed Profile

Disable Outgoing Cellular Phone Calls

Disable Network Settings Reset

Disable Multi-User Control

Disable Mounting SD Card

Disable Managed App Uninstallation

Disable Keyguard Camera

Disable Installation from Unknown Sources

Disable Fingerprint Authentication

Disable Factory Reset

Disable Doze Mode

Disable Certificate Management

Disable Camera

Disable Bluetooth Management

Disable App Management

Disable All Notifications

Disable addition of New Email Account

Diable Keyguard all features

Data Roaming (Allow user to Configure/Enable/Disable)
Bluetooth(Allow user to Configure/Enable/Disable)
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Skip App First Use Hints

Perform SafetyNet check on Devcie Check-in

Disable Voice Dialer/S-Voice

Disable Verify Apps Enforcement

Disable Roaming Syncing

Disable all system U

Always on VPN

Speed Lockdown

Verify Speed control

Lockdown Templates Switching Accordingly

While Switching Between Lockdown Templates, Move Device to Group with Package Profile
Assigned

Lockdown Templates Switching Accordingly with Changing Speed Bage
Enter and Exit Admin Mode While Speed Lockdown Applied
Application Remains in Foreground while Switching Between Lockdown-Templates
Email

Gmail profile

VPN

Configure VPN after pushing Pulse Secure App through App catalog
Configure VPN after pushing Net Motion App through App catalog
WiFi

WPA/WPA2

802.1x Enterprise - QAR -username/Password

Enterprise Binding

MGPA binding in webconsole

Configure Enterprise Binding with Primary Domain

GMA Binding in Webconsole

Content Library

Shared Files between Rules

Rule with Category filtering on folder level

Rule overriding file properties

File versions

Download One file

Download all files option

Deliver by Push method

Deliver by Demand method

Delete One File

Delete all file option

Content Library Sort

Content Library Filter

Check if expired files are not shown

File Sync Upload

File sync Upload will delete sources file after sync

File sync Upload from Devices to Server, sent script before and after Upload
File sync Upload from Devices to Server, creates subfolder based on DeviceTreePath/Device ID
Device Relocation

Relocate to a Group with IP range

Auto Launch of Application in Kiosk Mode through Device Relocation Rule
Data Collection Rule

Data Collection

Information Panel

Verify information panel, check logs, check installed application panel, collected data panel
Macro Support

TMP - %TMP%

SITENAME - %MCSITENAME%

SHAREDDATA - %SHAREDDATA%

SERIALNUMBER - %SERIALNUM%

SDCARD - %SDCARD%

PLATFORM - %PLATFORM%

PHONENUMBER - %PHONENUMBER%

MODEL - %MODEL%

MANUFACTURER - %MANUFACTURER%

MAC - %MAC%

LOGPATH - %LOGPATH%

KIOSKDATA - %KIOSKDATA%

1P - %IP%

IMSI - %IMS1%

IMEI - %IMEI%

HOSTNAME - %HOSTNAME%

ESN - %ESN%

ENROLLEDUSER_USERNAME - %ENROLLEDUSER_USERNAME%
ENROLLEDUSER_UPN - %ENROLLEDUSER_UPN%
ENROLLEDUSER_EMAIL - %ENROLLEDUSER_EMAIL%
ENROLLEDUSER_DOMAIN - %ENROLLEDUSER_DOMAIN%

DSLIST - %MCDSLIST%

DEVICENAME - %DEVICENAME%

APPDATA - %APPDATA%

%PERSONALIZED_DEVICE_NAME%

%DEVICEID%
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Agent Persistence - ZEBRA ONLY

Persistence test with packages and apps installed
Persistence test with file sync applied

Enterprise reset without unenrolling device
Enterprise reset after unenrolling device

Web Filter

Apply Web Filter (chrome)

Manage Google Play

Update on WIFI Only

Never Update

Always Update

Allow User to Configure

Task Scheduler

Run Task Scheduler

Execute at Device Time

Assign Profiles with Scheduled Scripts Using UTC Time
Assign One Profile with Multiple Task Schedulers
Assign Multiple Profiles with Single Task Scheduler
Un-Enrollemnt

Un-enrollment from Console Side

Un-enrollment from Agent Side

Telecom Expense Management

Data Log(Soft Threshold) per Application

Data Log(Hard Threshold) per Application

Call Log(Soft Threshold)

Call Log(Hard Threshold)

Custom Attributes

Custom Attributes With Data Type - Text

Custom Attributes With Data Type - Numeric
Custom Attributes With Data Type - Enumerator
Custom Attributes With Data Type - Date
Custom Attributes With Data Type - Boolean
Device Location

Track Device

Locate Device

Custom Data

Updated Values Being Reflected on Console
Create Custom Data With .XML File

Create Custom Data With .INI File

Connection Settings

Schedule Connection

Persistence Connection

Manual Connection

Support contact Info

Terms and Conditions Acceptance Date

Support Email Address

Phone Number

Company's Name

Agent Settings

Prevent un-enrollment from the device agent
Language Localization

Mobicontrol Language change based on Device Language
Packages

Packages Pushed Past Scheduling Time

Packages Pushed on UTC Time/Device time
Packages pushed on Update Schedule

Packages Pushed Future Scheduling Time
Package installation/ un-installation and re-installation
Package Dependency

Multiple Profiles with Packages Installation
Deploy Package to a Destination Folder on the Device (specified while creating package)
Deplay Large Size Packages

File Sync Download

File sync will only transmit file when Files are Different
File sync Download will Sync sub Folders

File sync Download from Server to Devices, creates subfolder based on DeviceTreePath/Device ID
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