SAML Setup (Ping Identity / Ping Federate)
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- In SAML Configuration, Click "Manually Enter"
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Log in to_https://secure.eloview.com/

. Click on the dropdown beside User Profile.
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. Paste the copied ACS URL
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. In the SAML tab, copy the Audience(Entity ID) by clicking the copy button.
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. Click on the Edit icon of the Attribute tab.
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. In the Pingldentity console, paste the copied value in the Attributes.
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Paste the copied value of elo_orgId from EloView4 as shown in the image (In double quotes)
- (1)
. Click on the Save button - (2)
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. Click on the checkbox to make the elo_orgld required.

B EvasamLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider 1D attribute so the Application can distinguish users by their IdP.

Attribute Mapping (+Add )
Attributes PingOne Mappings Required
saml_subject User ID - %

elo_orgld Expression: ${"0LJASAKQ2RCEPF

Save Cancel

. Click on "+Add" to add the new Attribute Mapping.



B EvasAvMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their 1dP.

Attribute Mapping —

Attributes PingOne Mappings Required

saml_subject User ID - ™

elo_orgld Expression: S{'0LIASAKQZRCEPF... v % ]

Cancel
 Switch to the EloView4 tab, click the copy icon to copy the "elo_role" Attribute Key.
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. In the Pingldentity console, paste the copied value in the Attributes.



B EvasavLapp > EditAttribute Mappings X

A If this Application is accessible by users from more than one External 1dP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping ( +Add

Attributes PingOne Mappings Required
saml_subject User ID - “a
elo_orgld Expression: ${"0LJASAKQ2RCEBPF... “a 1
elo_role | - %y i D [}

Save Cancel

. Click on the copy icon to copy the value of the elo_role attribute.e
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. Click on the Cog icon (Advanced Expression)



B EvasavLapp > EditAttribute Mappings X

A If this Application is accessible by users from more than one External 1dP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping (+add )
Attributes PingOne Mappings Required
saml_subject User ID - “n
elo_orgid Expression: ${"'0LJASAKQ2RCEBPF... ¥ | %y (1
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Save Cancel

. Paste the copied Attribute Value of elo_role as shown in the image below.
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. Make sure the Required checkbox is checked.



B EvasaMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider 1D attribute so the Application can distinguish users by their IdP.

Attribute Mapping

Attributes PingOne Mappings Required
saml_subject | User ID - °0 H
elo_orgld | Expression: ${'01JASAKQ2RCEPF... ¥ % i i

elo_role Expression: ${'01JFBQ33XHZPR)... + %

. Click on the “+ Add” button

B Ev4sAMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider 1D attribute so the Application can distinguish users by their IdP.

Attribute Mapping ——
Attributes PingOne Mappings Required
saml_subject User ID - ‘e 3
elo_orgld Expression: ${"01JASAKQ2RCEPF... ¥ a B

elo_role |Express\on:$(“01JFBQ33XHZF‘PJ_ v | %

. From the EloView4 tab, copy the Attribute Key firstName by clicking on the copy button.
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. In the PingIldentity console, paste the copied value in the Attribute.



B EvasaMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider 1D attribute so the Application can distinguish users by their IdP.

Attribute Mapping (E)
Attributes PingOne Mappings Required
saml_subject | User ID - i
elo_orgld | Expression: 3{'01JASAKQ2RCEPF... ~ "] [}
elo_role Expression: ${'01JFBQ33XHZPPI... ¥ % [ ]

firstName s | v i O n

. In the PingOne Mappings, Select “Given Name” as shown in the image below

B Ev4sAMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider 1D attribute so the Application can distinguish users by their IdP.

Attribute Mapping ':E:‘
Attributes PingOne Mappings Required
saml_subject User ID - % i
elo_orgld Expression: ${"01JASAKQ2RCEPF... ¥ % [
elo_role Expression: ${"01JFBQ33XHZPP)... ¥ % [ 1
firstName Giver| - e O ®
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. Make sure the Required checkbox is checked.

B EvesaMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping '(E)‘
Attributes PingOne Mappings Required
saml_subject User ID - %
elo_orgld Expression: ${"01JASAKQ2RCEPF... ¥ i [
elo_role | Expression: 3{'01JFBQ33XHZPPJ... w u [}
firstName: Given Name - e i

. Click on the “+ Add” button to add a new attribute mapping.g



B Ev4saMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping —
Attributes PingOne Mappings Required
saml_subject User ID - ‘e 3
elo_orgld Expression: ${"01JASAKQ2RCEPF... ¥ e i [
elo_role Expression: ${'01JFBQ33XHZPPI... ¥ a [
firstName Given Name - i [
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. In the PingIldentity console, paste the copied value in the Attribute.

[ cEvisamLapp > Edit Attribute Mappings x

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping

Attributes PingOne Mappings Required
saml_subject User ID - "n :

| elo_orgld Expression: ${'01JASAKQ2RCEPF... % [}

| elo_role Expression: ${"01JFBQ33XHZPPI... ¥ % [
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. In the PingOne Mappings, select “Family Name” as shown in the image below.



B Ev4saMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping ': + Add )
Attributes PingOne Mappings Required
saml_subject User ID - i

| elo_orgld | Expression: ${"01JASAKQ2RCEPF... ¥ i B

| elo_role | Expression: ${'01JFBQ33XHZPPJ... ¥ i [}

| firstName: | Given Name - %y [}

| lastName | Family - e O &
Name

_—— | Family Name |

- Make sure the Required checkbox is checked.d

B Ev4sAMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider 1D attribute so the Application can distinguish users by their IdP.

Attribute Mapping ':W:‘

Attributes PingOne Mappings Required
saml_subject User ID - % i

| elo_orgld | Expression: ${"01JASAKQ2RCEPF... ¥ % [

| elo_role | Expression: ${"01JFBQ33XHZPP)... ¥ % [ 1

| firstName | Given Name - ‘e 3 [}

| lastName | Family Name - i [}

. Click on the “+ Add” button to add a new attribute mapping.

B Ev4saMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider 1D attribute so the Application can distinguish users by their IdP.

Attribute Mapping —

Attributes PingOne Mappings Required
saml_subject | User ID - i

| elo_orgld | Expression: ${'01JASAKQ2RCEPF... % [}

| elo_role | Expression: ${"01JFBQ33XHZPP)... ¥ % B

| firstName | Given Name - i [}

| lastName | Family Name - i [}



. From the EloView4 tab, copy the Attribute Key email by clicking on the copy button.n
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. In the Pingldentity console, paste the copied value in the Attributes.

B Ev4saMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping

Attributes PingOne Mappings Required
saml_subject | User ID - i

| elo_orgld | Expression: 3{'01JASAKQ2RCEPF... ~ "] [}

| elo_role | Expression: ${'01JFBQ33XHZPPI... ¥ % [ ]

| firstName: | Given Name - e i [}

| lastName | Family Name v % i [}

| email | A % i D [ ]

\

. In the PingOne Mappings, select “Email Address” as shown in the image below.w

B EvesaMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping

Attributes PingOne Mappings Required
saml_subject User ID - %

| elo_orgld | Expression: ${"01JASAKQ2RCEPF... ¥ i B

| elo_role | Expression: ${'01JFBQ33XHZPPI... w "] [}

| firstName: | Given Name v % i [}

| lastName | Family Name - ‘e 3 [}

| email I Email Address - i O B




. Make sure the Required checkbox is checked.

B EvesaMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping '(E)‘

Attributes PingOne Mappings Required
saml_subject User ID - %

| elo_orgld | Expression: ${"01JASAKQ2RCEPF... ¥ i [

| elo_role | Expression: 3{'01JFBQ33XHZPPJ... w i [}

| firstName: | Given Name - e i [}

| lastName | Family Name - % [
email | Email Address B

- cancel

. Click on the Save button to save the attribute mappings.

B EvasaMLapp > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider 1D attribute so the Application can distinguish users by their IdP.

Attribute Mapping -:E)
Attributes PingOne Mappings Required
saml_subject User ID - i
| elo_orgld | Expression: 3{'01JASAKQ2RCEPF... w i [}
| elo_role | Expression: ${'01JFBQ33XHZPPI... w "] [}
| firstName: | Given Name - %% i L]
| lastName | Family Name - e i [}
email | Email Address. - % 3 [}
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- Navigate to the Overview tab.



i EV4 SAML app . %
ID: a3b2af4b-eale-4c37-bBaf-76a70ae24cla
Configuration Attribute Mappings Policies Access
These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See Q

Mapping attributes.

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

EVA4 SAML app PingOne
saml_subject User ID Required
elo_orgld Expression: ${'01JASAKQ2RCBPFVTK... Required
elo_role Expression: ${"01JFBQ33XHZPPJY267... Required
email Email Address Required
firstName: Given Name Required
lastName Family Name Required

From the Overview tab, scroll down to Connection Details.

i EV4 SAML app : X
ID: a3b2af4b-eale-4c37-b8af-76a70ae24cla °

Overview Configuration Attribute Mappings Policies Access

Home Page URL
No Home Page Configured

Signon URL
Default Signon Page

Connection Details -

Issuer ID
https:/auth.pingone.com.au/5fc1 30fa-afac-406a-9568-b3616565f915 1T

Initiate Single Sign-On URL
https://auth.pingone.com.au/5fc130fa-afac-406a- 9568 b3616565f915/saml20/idp/startsso?spEntityl
d=https://secure-api.eloview.com/prod/auth/sa KOORCBPFVTKETCQ1ZFYRImetadata/s 10
p

IDP Metadata URL

https://auth. pingone.com.au/5fc130fa-afac-406a-9568-b3616565f9 15/sam|20/metadata/a3b2afdb-e
ale-4c37-bBaf-76a70ae24cla

Single Signon Service
https://auth.pingone.com.au/5fc130fa-afac-406a-9568-b3616565f915/saml20/idp/sso [0

Single Logout Service
https:#/auth.pingone.com.au/5fc130fa-afac-406a-9568-b3616565f915/saml20/idp/slo [0

(_Download Metadata ) (__Download Signing Certificate )

Switch to the EloView4 tab, click on the Edit button of the SAML settings tab.

2 Account Details X

Reboot Timer

SAML

Customize
Login Via SAML Only
Disabled

saML
ACS (Consumen) URL

Apps https://socure-api eloview.com/prod/auth/saml/01 JASAKQZRCEP FTKETCQIZFYR/callback

Branding
ACS (Consumer) URL Validator
hutpsiisecure-api.eloview.com/prod/auth/saml/01 JASAKQZRCEPFVTKETCQ1ZFYR/callback | ©
Reset Exception
GMS Settings
L]
th/sami/01 )
Pagment Information
Single Logout URL
-
Software fttps://secure.eloview.com )

Astrbute Mapping



. Paste the copied IDP Metadata URL in the Metadata URL field.d

2 Account Details

samL (o)

Apps 1JASAKQZR 1]
i
1JASAKQ2RC B

Resst Excoption

GMS Settings Audience
1AsAKQ2RCS... ©

Payment Information

Single Logout URL

Software https://secure.eloview.com o

Attribute Mapping

. Click on the Save button to save the SAML settings.

L Account Details \

Customize
Login Via SAML Only
SAML Disabled Enabled
ACS (Consume IURL S
Apps. 1JASAKQ2RC L]
File
Branding
ACS (Consumer) URL Voldator
1JASAKQ2R( 1]
Reset Excoption
GMS Settings Audience
1JASAKQ2RC L]
Payment Information
Single Logout URL
B

Software hetps://secure.eloview.com

. You should get a similar response to the following.g

& Account Details
Reboot Timer
SAML
Customize
sau
samL
Login Via SAMLOnly
Disabled
Apps
ACS (Consumen) URL
Branding hitps://secure-api.eloview.com/prod/auth/sami/01 JASAKQ2RCEPFVTKETCQ1ZFYR/callback  ©
Resot Excaption
&
01JASAK TKE] 1ZFYR/callback il
s Settings
Paymant Information
e L)
api IASAKQZRCEPFVTKETCG
Software
single Logout URL
me| /

- Bookmark or use the SAML Login URL for future logins

& Account Details
RebootTimer
SAML
Customize
SAML [T Tescare slovemzom/eamioginTorg=01 ASARGZRCEPVIRETCOTZR] e
samL
Login Via SAMLOnly
Dissbled
Apps
ACS Consumen URL
Branding he JAsAK TKETCQIZFR/callback O
Reset Excaption
ACS (Consumen) URL Valdstor
hitps//sacure-api sloview.com/proc/auth/saml/01 JASAKGZRCBPFVTKETCOTZFYRIcallbsck  ©
GMS Sttings
Payment Information Audionce
i hitpsi//secure. [
apio IASAKQZRCEPFVTKETCQ1ZF
Software
Single Logout URL.
‘-,m.&m@



Note:

- Make sure the SAML app is Enabled in IDP

i EV4 SAML app — . x
ID: a3b2afab-eale-4c37-b8af-76a70ae24cla *

QOverview Configuration Attribute Mappings Puolicies Access

Home Page URL
No Home Page Configured

Signon URL
Default Signon Page

Connection Details =~

Issuer ID
https:/fauth.pingone.com.au/5fc130fa-afac-406a-9568-b36 165651915 1

Initiate Single Sign-On URL

https:/fauth.pingone.com.au/5fc130fa-afac-406a-9568-b36 16565f915/saml20/idp/startsso?spEntityl
d=https://secure-api.eloview.com/prod/aut AKOIRCBPFVTKETCQ1ZFYR/metadatals 0
p

IDP Metadata URL

https:/fauth.pingone.com.au/5fc130fa-afac-406a-9568-b36 16565f915/saml20/metadata/a3b2afab-e )
ale-4c37-b8af-76a70ae24cla

Copy to clipboard

Single Signon Service
https:/fauth.pingone.com.au/5fc130fa-afac-406a-9568-b36 16565f915/saml20/idp/sso 10

Single Logout Service
https:/fauth.pingone.com.au/5fc130fa-afac-406a-9568-b36 16565f915/saml20/idp/slo 10

( Download Metadata ) ( Download Signing Certificate )

PingFedrate SLO Setup(Optional)

. Navigate to EloView4 — Account Settings — SAML tab
. Click on the Edit button
« Check the Enable IdP sign out flow checkbox & click the Save button

L. Account Details

nfo _-_—_'_‘—‘E'—bl}

SAML Login URL:
Contant
Login Via SAML Gnly

Whitelist Bisabled
ACS (Consumer] URL

s/ polaris-dev-evp-api el O IPHDOY
i Select File |

ACS (Consumer) URL Validatar

Rebeot Timer

Customize

I 1IPHDOY.

SAML dnZavw:

https:Hlauth. pingone.com. ba8171103allisa

1opHpoy.. B

/ nahl: IdP sign out flow
Single Logout URL

hitps:ifpolaris-dev2-evp-apl eloc 1upHpoy.. O




. Download the SP Certificate by clicking the Download Certificate button

£ Account Details

Info

Service Provider Cartificate

HDAwNTIMDUDOTAW]AMClswC CYDVQOGEw WUETMBEGAIUEASMKOZ v WRmbGFy
ettings ZTCCASHWDQY Ko Zive NAQEBBQADGGEPADC CACCC ggEBAIpIsPIARI 2w SUGUOVG

oeMXkSET /o718 1R7pgEIGTyCNE+ IKBZUBA g« ZTKmGFeVin N KijmkXac

JOEMVZSEWNOyyiGueCDHIIAMC 98V TqaSTaTH1CaTT BRKN b cCOWBTIKWTLdp +
Contant IMYB6Xelxbdg2 2HHGPBALCHA TOpUBHHSF+ LB/ SEEHCIKOpOWBa TTKIVEX

Sk YA QBYGMI FjgEZnSRECEWACS e 1

VADFOUTFTHguiEDmwzHufihe)bdqTjmolu ECKkwBnTpc O0NUNYSx73XBUG
Whitelist IVSCAREARIOBUICBUDATE B9EFBOCD) ¥y
MBOGAIUADGOWEBT niGdp ]
BENkJodHRWOISVY3JsLmNs.

Reboot Timer

Customize Artribate Mapping

SAML Attribute Key  Attribute Value Additional Info
elo_orgld &  01JPHDOVRKVZHX6TMEAGEGZZQX fy
elo_role B  01JPHDOVWKRWISBOKRDAT1STGX &
firstName & N.A,

lasthame & NA

« Switch to the PingFederate tab — Applications - EV4 SAML App

. Go to the Configuration tab & click the Edit icon (pencil icon)

SAML .
i ID: b6032f24-5094-4ae4-9920-0a65713fdece () B X

@ Overviel | Configuration I Attribute Mappings Puolicies Access
Configuration details for a SAML application. N

SAML Settings =~

ACS URLs
https:

Signing Key

PingOne SSO Certificate for Administrators environment
Signing

Assertion

Signing Algorithm

RSA_SHA256

Encryption
Disabled

Entity ID

https:
alsp

SLO Endpoint
https://polaris-dev2-evp.elocius

SLO Response Endpoint

SLO Binding

uUTTh hoeT

. Add the following details

1. EloView4 URL (i.e. https://secure.eloview.com)

2. Copy and Paste the Single Logout URL


https://secure.eloview.com/

L. Account Details

Info

Settings

SAML Login URL:

Contant
Lagin Via SAML Only
Whitelist Bisabled

ACS (Consumer] URL
Reboot Timer

1IPHDOV.

Customize

ACS (Consumer) URL Validatar

1IPHDOY.

SAML bad171103altisa

Audionce

it/ ' h/s2rm/01 JPHDOV

Enable 1P sign out flow

Single Logout URL
hitps: 1JPHDOV

AML » Edit Configuration >

RSA_SHA256 v
Encryption
[ Enable
Entity ID *

https:/;

SLO Endpoint

https://polaris-devz-evp.eloci.us e @

SLO Response Endpoint

https://polaris-dev2-evp-api.eloci.us/dev2/auth/saml/.., - @

SLO Binding

R ©)

SLO Window (in hours) 2

2

‘Subject NamelD Format

urn:oasis:names:tc:SAML:1.1:nameid-format.em...

Cancel

. Scroll down to the Verification Certificate and Select Import



SAML > Edit Configuration X

Target Application URL

Enforce Signed Authentication Request 2

|:| Enable

Verification Certificate

® None O choose from list
Optional '—\

Select Policy based on RequestedAuthnContext 2

[[] Enable

CORS Settings »
Define the CORS (Cross-Origin Resource Sharing) origins that the application should allow. If you select Allow specific origins,

specify the allowed domains. Learn More

| Allow any CORS-safe origin -

Save Cancel

. Click on the Choose File & upload the Service Provider Certificate downloaded from
EloView4

. Click on Save button to save the configuration



[l Ev4pev2cusiom SAML > Edit Configuration

Target Application URL

Enforce Signed Authentication Request 2

|:| Enable

Verification Certificate
O None @ Import (O Choose from list

(" choose File ) -

Uptonal

Select Policy based on RequestedAuthnContext 2

[[] Enable

CORS Settings =

Define the CORS (Cross-Origin Resource Sharing) origins that the application should allow. If you select Allow specific origins,
specify the allowed domains. Learn More

| Allow any CORS-safe origin -
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. With this, the SLO setup is done.
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